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Overview

The Defence of Australia: A blueprint for the next government.

Australia is facing its most challenging security
environment since the Second World War.

Defence planners and political leaders of both
major parties agree that Australia no longer has the
luxury of the once operative ten-year warning time
before we need to be ready for a major conflict in
our region.

Yet we are unprepared for such a crisis. For at least
the past decade governments of all persuasions have
struggled to translate changing perceptions into
decisions and action. It is time for a reboot built on
a sense of urgency. The lead up to the 2025 Federal
Election is an opportunity for the Australian public,
the defence community, and elected representatives,
to drive that change.

To aid this process the Institute of Public Affairs, an
organisation dedicated to securing the freedom,
security and prosperity of Australia, is partnering with
Strategic Analysis Australia to produce a blueprint for
what the next Australian government needs to do to
ensure that Australia can help deter a major conflict
in our region and/or defend our national sovereignty
if deterrence fails. In a six part series to be completed
before the end of 2024, the main components of the
blueprint will be mapped out:

1. National Security and Australia’s
Northern Defence

2. Supporting and Equipping the ADF

3. Acquisitions and the Australian Defence
Industry

4. Energy and Critical Infrastructure Security
5. Funding National Security

6. Northern Australia and What is Required

Report 2: How to Build an Australian Defence Force that meets Australia’s strategic requirements

Strategic  Analysis Australia is an independent
strategic consultancy with decades of combined
experience at the highest levels of defence and
national security policy and implementation in
Australia.  This collaboration between the [PA
and SAA will produce recommendations that are
practical, achievable, and about which decisions can
and should be made in the next term of government.
The focus is on dealing with the challenges we face
right now. Long-term planning is always needed, but
in the window of vulnerability Australia is in, long-
term capabilities might not materialise in time.

This series intends not only to inform defence policy
makers and all Australians of the immense security
challenges we face but, just as importantly, to
demonstrate that something can be done about
them if we start with a bias towards action, and act
with resolve.
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Foreword

Napoleon is reported to have said ‘Morale is to
material as is the ratio of three to one.’

What would he make of the situation in Australia, when
we are short our complement of military manpower, are
denuded of necessary materiel with no urgency about
acquiring more, and appear to face a major morale
problem in the ADF not unrelated to the one facing the
nation as a whole?

The first paper in our Defence of Australia blueprint
series outlined the disconnect between our strategic
environment and the level of urgency, funding,
and attention being displayed by our defence and
political leaders.

The first paper, released in August, received a pleasing
amount of attention, much of which reported on the
recommendations for working more closely with our
allies, and for developing our relationships further with
our friends, like those in Japan and the Pacific.

As it happened the report's release coincided with the
2024 Australia-U.S. Ministerial Consultations, involving
Secretary of State Antony Blinken and Secretary of
Defense Lloyd J. Austin Ill hosting Minister for Foreign
Affairs Penny Wong and Deputy Prime Minister and
Minister for Defence Richard Marles on August 6 in
Annapolis, Maryland.

Thus the coverage of our recommendation fo increase
the US Marine Corps presence in Australia’s Top End
was read very much in conjunction with the AUSMIN
official communique outlining measures for greater
cooperation between the two countries

In the follow up media interviews we made it clear
that the AUSMIN statement outlines measures
that point in the right direction, towards greater
cooperation. Our lingering concerns, based on the
research we are conducting for the blueprint series, is
the Commonwealth government is making yet more
commitments without associated funding allocations,
further pushing realisation of our goals back to the latter
half of the current decade. Time which we do not have.

As outlined in this paper, there has already been a
pattern of growing AUKUS commitments being met
through deferral and/or cancellations of existing
programs. It should be noted that such steps are not
solely the preserve of the current government. The
previous government, led by then Liberal leader Scott
Morrison, cancelled a deal to buy MQ-9B armed
drones. According fo the vendor, General Atomics:

(the drones were) expected to provide the
Australian Defence Force with a reliable
and desperately needed capability: An
armed, medium-altitude,  long-endurance,
remotely piloted aircraft system providing
persistent airborne Intelligence, Surveillance,
Reconnaissance, Electronic  Warfare  and
precision strike capability for both land and
maritime environments.?

1 United States Department of Defense, ‘Joint Statement on Australia-U.S. Ministerial Consultations’ (Media release,
6 August 2024): https:/ /www.defense.gov/News/Releases/Release/Article /3863759 /joint-statement-on-austra-

lia-us-ministerial-consultations-ausmin-2024/.

2 Colin Clark, ‘Aussies “secretly cancel” $1.3B AUD drone deal; Nixing French subs may cost $5B, Breaking Defense
(1 April 2022): https:/ /breakingdefense.com /2022 /04 / aussies-secretly-cancel-1-3b-aud-drone-deal-nixing-french-

subs-may-cost-5b-aud/.



It is becoming clear that Australia is unable and
perhaps unwilling fo learn the lessons emerging from
the war in Ukraine, and other relevant conflicts. While
the precise take-aways should be gleaned by experts,
it is reasonably clear that mines, missiles and drones
have been remarkably effective, and have overturned
what might have been a clear cut advantage in favour
of the Russian aggressor.

It was reported in March that maritime drones operated
by Ukraine had sunk a 1,300 ton Russian patrol ship
worth US$65 million. That is incredible value for
money. The value to Ukraine of effectively preventing
the Russian Navy from operating in the Black Seq,
thus allowing trade to resume, is incalculable.®
Ourfirst report, by the way, also mentioned the need to

Thus a key recommendation in this paper is as much an
intervention in the culture of our defence bureaucracy:
we must immediately reopen our Embassy in Kyiv
and station there—with the agreement of the host
government, naturally—the diplomatic, military and
defence industry personnel able to capture the lessons
of our generation’s major conflict, and bring them home
so we can fake the urgent actions that will follow.

Without pre-judging the outcomes of that process,
we do know what some of those actions must be,
and they are outlined in this paper.

Scott Hargreaves

Executive Director
Institute of Public Affairs, Melbourne

establish bases on key Australian islands in the Indian September 2024

and Pacific Ocean, and once again mines, missiles,

and drones would be critical to undertaking that task.

3 Svitlana Vlasova, ‘Ukraine’s drones sink another Russian warship, Kyiv says; CNN World (6 March 2024): https://edi-

tion.cnn.com/2024,/03 /05 /europe/russian-warship-destroyed-ukraine-intl-hnk-ml/index.html.
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Executive summary

The Australian Defence Force (ADF) and its strategic
outlook are in crisis and urgent action is needed.

The key recommendation of this report is that,
following the next election, the government must
take urgent steps to boost Australian production of
weapons, munitions and other defence technology.
The approach should be informed by a thorough
analysis of technology and other developments in
wars in Ukraine and the Middle East. We need a
new approach to rapid Defence acquisition. The
Prime Minister must also lead a national discussion
about how to overcome a recruiting and retention
crisis in the ADF.

The size, structure, and equipment of the Australian
Defence Force has remained static for decades
because it has been designed for small scale wars
of choice. Last year the Defence Strategic Review
concluded that the ADF was not fit for purpose in
an age of great power competition.

This conclusion has been reinforced by lessons
from contemporary armed conflict such as the
war in Ukraine. Nevertheless, we have not yet
seen convincing evidence that the ADF is rapidly
recreating itself to meet the potential demands of
wars of necessity involving major powers. That we
have yet to re-open our Embassy in Kyiv in the
years since the initial evacuation during the Russian
invasion, indicates a lack of interest at the highest
levels in learning the lessons of that conflict.

In this paper we outline the key challenges
that the Department of Defence will need to
address to become more relevant to our current
circumstances. These include addressing the
ADF's people problem—its inability to recruit and
retain the people it needs; weaning itself off its
addiction to ever more complex systems that cost
too much and take too long to design and deliver;
learning how to deliver new equipment in relevant
timeframes; and generating the mass needed to
compete in modern warfare.

We propose several high-level recommendations
on defence capability to address those challenges.
The first is to acknowledge the risks and limitations
with nuclear-powered submarines and to seek
complementary capabilities to hedge against
those risks. Second, Defence needs to complement
its pursuit of exquisite, expensive systems with ones
it can produce domestically, rapidly and at scale,
to generate mass. Related to this it needs to adopt
autonomous systems much more rapidly, even if
they are not perfect. Next, the ADF needs greater
strike power—we recommend the B-21 bomber
as an effective way to deliver affordable, mass-
produced munitions. Finally, the ADF needs to
significantly enhance its ability to defend itself and
Australia against an adversary’s strike capability
through investment in air and missile defence. All
these measures require filling major capability
gaps created by decades of insufficient funding.

In its 2024 National Defence Strategy the
government said the ADF is facing a workforce
crisis; it must be treated as one, and one
that requires new solutions. Addressing the
ADF’s people problem requires different
models from its traditional one of a very small,
professional workforce. This must be part of
a larger conversation that the Prime Minister
needs to lead about service to the nation and
community. Australia cannot function without
the contributions of paid and unpaid volunteers;
those contributions must be encouraged,
enabled, and acknowledged. This applies also
to the ADF. This means expanding the role of the
Reserves as well as actively designing the ADF
for wartime expansion.

Finally, we argue that logistics capacity is crucial to
success in conflict. For the ADF to succeed it needs
to draw on the 98 per cent of Australia’s GDP that
is not part of the Defence budget. That means more
integrated thinking around defence infrastructure
and industry and national resilience —issues we
examine in more detail in future papers in this series.




Recommendations

The recommendations in this paper are numbered continuously from Paper 1: The Defence of
Australia: A blueprint for the next government: National Security and Australia’s Northern Defence.

RECOMMENDATION 7

The Commonwealth government must urgently reopen Australia’s embassy in Kyiv and seek
Ukraine’s permission to locate a Defence and defence industry team at the embassy to build our
understanding of the war.

RECOMMENDATION 8

The next government should direct Parliament’s Joint Foreign Affairs, Defence and Trade Committee to
convene a major inquiry into the lessons from recent conflicts, in particular the wars in Ukraine and the
Middle East, and how these lessons should be applied to Australia’s circumstances.

RECOMMENDATION 9

Government should establish an initial $1 billion annual Rapid Acquisition Fund in the Defence budget
getting Australian small and medium-sized enterprises to produce key ‘consumables’ of war, including
munitions, autonomous systems, and counter-drone systems. The Fund must bypass Defence’s glacial
acquisition processes. Government should direct Defence to have programs underway with industry no
later than six months from the election.

RECOMMENDATION 10

The Government must restore air and missile defence procurement plans that were cut in the April 2024
National Defence Strategy. Protecting Australia from missile and air attack cannot be regarded as a low
priority that can be traded off in Defence’s capability planning.

RECOMMENDATION 11

The Government must direct Defence to publicly report, no later than 100 days after the election, on the
capability impact of deferrals, removals and reductions in the April 2024 National Defence Strategy. The
government should then decide which equipment projects must be returned to actively funded programs
in order to restore a capable ADF in the 2020s.

RECOMMENDATION 12

The Prime Minister needs to take charge of fixing the ADF workforce crisis by convening a high-
level group of eminent Australians that will develop new ways to grow and sustain the ADF,
enlisting the support of the broader Australian community.

, I Institute of
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2.1 How to build an Australian Defence Force that
meets Australia’s strategic requirements

This paper is the second in a series of six looking
at Australia’s defence and security needs in an
increasingly risky strategic environment. Our aim is to
develop practical recommendations for government
following the next federal election, which is likely to
be in the first or second quarter of 2025.

A National Defence Statement released by the
federal government on 17 April 2024 said that
‘Australia faces the most complex and challenging
strategic environment since the Second World
War’, with a planned $765 billion to be spent on
Defence in the ten years to 2033-34. During this
time Australia will have settled design plans for a
nuclear-powered submarine, will be building a new
surface fleet for the Navy and changing in part the
structure and roles of the Army. The costs are huge
and the outcomes immensely consequential for
national security.

Whichever party forms the next government, our
worsening strategic outlook means that it is timely to
take a fresh look at Australia’s defence needs and
the difficult decisions that future government will
face on strategy, budgets, alliances and partners,
on understanding the threats we face and how we
position our forces to meet them.

The first paper in the series, National Security
and Australia’s Northern Defence, identified
enduring themes and approaches in Australian
defence thinking since Federation. It looked at how
governments have described our strategic outlook
since the Second World War and how the rise of
China has changed everything in Defence planning
in the last decade. It looked at the biggest strategic
choices government faces involving AUKUS,
the ANZUS alliance and our increasingly close
partnership with Japan. It addressed key tasks in
the Pacific and Indian Oceans and discussed how
Australia should position its military in our north.

This paper looks at how the ADF is structured and
supported and considers a range of alternate
equipment choices. It examines how Defence
acquires equipment and considers Defence’s needs
from industry, here and overseas. Perhaps most
importantly, it makes recommendations as to how
we recruit and retain for an ADF that is aligned with
our strategic requirements.

In all this work our aim is to provide a list of clear and
actionable policy choices—a blueprint for Defence
reform with a focus on what can be reasonably
started in a three-year parliamentary term.



2.2 Ukraine and other contemporary conflicts

The war in Ukraine and other contemporary conflicts
have challenged the business-as-usual approach of
military organisations. The ability of Ukraine to stay
in the fight and for quasi states such as the Houthis
to hold off great powers have much to teach us.
Certainly, the impact of new military technologies
(and civilian technologies put to military use) has
been striking, but the Ukrainians’ ability to mobilise
their entire country and moreover their need to
mobilise their entire country needs to be studied.

We are seeing the democratisation of technology
as key capabilities become commercially available.
Mass produced commercial technologies can be
as useful as exquisitely expensive military ones. This
means that military effects such as precision strike
are no longer the preserve of advanced militaries.
Rather than providing definitive advantage to a
small number of technologically advanced states,
these technologies are now providing the weaker
party with an asymmetric leveller.

It may be tempting to say it is too early to draw
lessons or that Ukraine, Azerbaijan, Gaza, and the
Red Sea are very different from our circumstances.
Certainly, there are many paradoxes in these
conflicts. That can explain why different observers
are taking different lessons. Nevertheless, we
believe there are lessons that are relevant to
Australia and the ADF—and those appear to be
lessons that we have not yet acted on.

There is a fundamental difference between land and
maritime domains. Land forces are resilient in the face
of small numbers of guided weapons. In contrast,
maritime forces are fragile—one successful hit from
a missile, mine or uncrewed vessel can destroy or
disable a ship. Certainly, advanced missile defence
systems have shown they can defeat missiles, but
they require deep magazines and commensurately
deep pockets.

Technology evolves rapidly in conflict. To stay in the
fight, the participants need the ability to adapt their
technologies and the ways in which they employ
them. Again, this is a competition in which everyone
gets a vote, notjust a small number of technologically
advanced nations.

National lessons

But there are broader lessons that need to be
incorporated into Australia’s thinking about national
resilience. Recent conflicts have demonstrated that
motivated states and quasi states can be resilient.
Whether Ukraine, the Houthis, or Hamas, they can keep
fighting. The rapid victories over Iraq appear to be the
exception not the norm, and even the second Gulf War
was followed by years of grinding insurgency.

These conflicts also confirm once again that war
consumes vast amounts of resources. To stay in the
fight, participants need to mobilise their populations
and national resource bases. How to maintain a
force and industrial base in peacetime that can
rapidly mobilise in wartime is a topic that requires
coordinated national attention because all parts of
the nation and government will be required.

Institute of
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All these lessons contribute to the following
conclusions.

*  Massis vital. If we think that we can prevail simply
because we have small numbers of advanced
weapons, we are only deceiving ourselves.

¢ Conflict with a committed adversary will be long
and gruelling.

* We will suffer losses, of people and equipment.
We will need to be able to replace them.

* large scale conflict will require mobilisation of
the national resource base, including industry
and critical infrastructure. That is something we
can't leave to the last minute.

A small, carefully crafted ADF that designs itself to be
equipped with small numbers of exquisite platforms
and munitions will not be fit for purpose.!

Learning the lessons

The next government should convene a major inquiry
into the lessons from recent conflicts, in particular the
war in Ukraine, and how they should be applied to
Australia’s circumstances.

The scope of this review must be broader than simply
identifying military lessons or potential equipment
acquisitions. It needs to examine issues such as:

* National resilience in the face of threats to
supply chains and critical infrastructure;

* The national industrial base needed to deliver
critical services as well as defence capability in
time of large scale conflict and crisis;

* How Australia can support rapid and sustained
mobilisation of the ADF; and

* How we can develop a sovereign defence
industrial base that will be able to support the
ADF in extended, large scale conflict.

Astonishingly, Defence has resisted making any
systematic effort to understand what is happening
in Ukraine. In seeking to avoid learning the wrong
lessons from the conflict, Defence has chosen not to
learn any lessons at all. This must change.

RECOMMENDATION 7: The Commonwealth
government must urgently reopen Australia’s

embassy in Kyiv and seek Ukraine’s permission to
locate a Defence and defence industry team at the
embassy to build our understanding of the war.

In making this recommendation we are mindful that
the defence of Australia is fundamentally tied to the
defence of democracy and democratic values world-
wide. In the first paper in this series, we argued that
Australia has always defined our security as being
engaged in the world. We see immediate practical
benefit to our force structure design thinking by
having closer engagement with Ukraine. There
is also strategic benefit from strengthening closer
engagement with NATO countries. And there is
ethical value in returning the embassy to Kyiv.
Australia is the only country not to return its embassy
to Ukraine’s capital after the Russian invasion in
February 2022. This points to a misguided narrowing
of strategic vision that damages our national interest
and international standing.

RECOMMENDATION 8: The next government
should direct Parliament’s Joint Foreign Affairs,
Defence and Trade Committee to convene

a major inquiry into the lessons from recent
conflicts, in particular the wars in Ukraine and in
the Middle East, and how these lessons should
be applied to Australia’s circumstances.

1 Australia is not alone in reaching this realisation. Other Western militaries that have sought to retain a ‘broad spectrum’ mili-
tary with advanced capabilities on a budget of around 2 per cent of GDP have also reached the point where they no longer
have critical mass. See for example, Matthew Savill, ‘A Hollow Force? Choices for the UK Armed Force,” RUSI (8 July 2024):
https:/ /www.rusi.org/explore-our-research /publications/commentary /hollow-force -choices-uk-armed-forces.



2.3 Core challenges for the ADF

One of the defining features of the Australian
Defence Force is that it has been a small but relatively
capable military force. But while its size has been
stable, its capability in key areas has declined in
relative terms. In an era characterised by disruptive
innovation in technology and warfighting, the ADF
has been characterised at best by incremental
innovation, and at worst by staid conservatism.

The broad size and shape of the ADF, its force
structure to use Defence’s term of art, has been
remarkably constant over the past half century.
Over a period of changing strategic circumstances,
the ADF has continued to look broadly the same.
And when equipment has been replaced, it's almost
always been on a ‘like for like but better” approach
that has the Navy, Army and Air Force buying the
latest catalogue model of the familiar things they
already have, reinforcing the same structures.

Since submarines were reintroduced to the Navy in
the late 1960s, it has consisted of six submarines,
around 10-12 surface combatants, some patrol
vessels and a small number of amphibious and
replenishment ships. The Oberon-class submarines
were replaced by Collins-class, and various
destroyers and frigates have come and gone,
but the numbers have remained largely the same.
However, some capabilities have been lost; the
Navy has remained without an aircraft carrier since
the decommissioning of HMAS Melbourne in 1982
and its fixed-wing component has gone.

The Air Force’s Mirage llls were replaced by F/A-
18A/B Hornets and then by F-35As while the
F-111 fighter bombers were in-part replaced by
F/A-18F Super Hornets, with F/A-18G Growler
electronic attack aircraft added to the mix. But the
overall number of combat aircraft has remained at
a little over 100. The structure of the Army has been
similarly stable.

That stasis in the force structure has been reinforced by
the ever-lengthening timeframes needed to bring new
systems into service. The 2009 White Paper identified
a pressing need to increase Australia’s submarine
capability. That's a goal that every subsequent
federal government has supported, yet the first new
submarine won't arrive until 2032, assuming the
‘optimal pathway’ to a nuclear-powered submarine
capability delivers on schedule. The government first
identified the F-35A as the preferred option to replace
the Hornet fleet in 2002; we are still waiting for the
last of the 72 aircraft to be delivered.

Is this stasis driven by negative factors such as
institutionalised conservatism and risk aversion in
Defence or by enduring broader structural factors
such as Australia’s geography, the size of its
population and economy, or the capability of its
industrial base? Some commentators argue it is the
latter, but even those structural factors change, or
at least their implications do. Australia’s population
and economy have risen dramatically and even
our geography has essentially shrunk; Defence’s
own strategic assessments note that distance no
longer protects Australia from long-range threats,
such as missiles.?

2 ‘Technology has already overturned one of Australia’s long-standing advantages — geography. Geography cannot
protect Australia against new long-range missiles, space and cyber-attacks, disinformation, supply chain disruptions
and the erosion of global rules and norms.” Department of Defence, National Defence Strategy (Commonwealth of
Australia, 2024) 15: https:/ /www.defence.gov.au/about/strategic-planning /2024-national-defence-strategy-2024-in-

tegrated-investment-program.

Institute of
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Whatever the reason, in a time of increasing threat
and uncertainty, we can’t simply accept that a force
that was broadly suitable for low-level wars of
choice against technologically inferior adversaries
will protect us in a war of necessity against a large,
well-armed adversary.

Moreover, key elements of the ADF’s technological
advantage over potential adversaries has been
eroded. For example, the ADF’s long-range
strike capabilities have been eroded through
the retirement first of its aircraft carrier and more
recently its F-111 bomber fleet. Meanwhile,
regional powers have acquired strike capabilities
that far outrange the ADF's.?

No one force structure model will be the right one
for all time. A force structure that was appropriate for
the post-Cold War era is certainly not appropriate

for the current one which governments of both sides
of politics have assessed to be the most dangerous
since the Second World War. In sum, we should not
simply accept that business as usual is the right way
to continue.

In our current strategic environment, the ADF faces
several core structural challenges that a business-
as-usual approach will not solve and likely will
only be exacerbated by continuing its current force
structure plans.

The people problem

The first is its people problem. We've noted that
the ADF is small. It has remained small. As Figure 1
below shows, since the end of the Cold War the size
of the ADF has decreased. Granted the fall stabilised
around the turn of the century and recovered
somewhat, but its growth has stagnated.

FIGURE 1: THE SIZE OF THE ADF SERVICES’ FULLTIME STRENGTH, 1990-91 TO 2023-24
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Source: Defence annual reports
3 On the range of People’s Liberation Army missiles, see U.S. Department of Defense, Military and Security

Developments Involving the People’s Republic of China, 2023. Annual Report to Congress, 69 (Accessed 16 July
2024): https://media.defense.gov,/2023 /Oct/19,/2003323409/-1/-1/1,/2023-MILITARY-AND-SECURITY-
DEVELOPMENTS-INVOLVING-THE-PEOPLES-REPUBLIC-OF-CHINA.PDF.



At the same time, the Australian population has
grown 57 per cent, from around 17.3 million to 27.2
million. As Figure 2 shows, that means the ADF has
fallen from 0.4 per cent of the Australian population
to around 0.21 per cent—and continues to fall.

The previous government put the ADF on the growth
trajectory from a start point below 60,000 in 2016 to
a new target of 80,000 by around 2040. While the
current government has not said what the personnel
requirement for its planned force structure is, officials
have indicated it is ‘in the ballpark’ of the previous

80,000 figure.

The problem is that the ADF has not even started to
move towards that target. In eight years, the ADF has
barely grown while the target has steadily increased.
The result is a growing gap of around 5,000.

The National Defence Strategy (NDS) bluntly states
that Defence is facing a ‘workforce crisis’. Yet, there
is little to indicate that Defence is fundamentally
changing the way it does business to address this
crisis or its impacts.*

Any viable force structure needs to take into
account the struggle that the ADF has had to grow
in peacetime. Certainly, in time of war it is highly
likely that young Australians will enlist, particularly
if there is a direct threat to Australia. However, we
should not assume that they will be able to quickly
learn to operate the complex equipment that now
characterises the ADF's force structure.

Overall, we need to find ways to generate more lethal
capability and develop greater resilience with fewer
numbers of people both in peacetime and wartime.

FIGURE 2: FULLTIME ADF PERSONNEL AS A PERCENTAGE OF AUSTRALIAN POPULATION
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Source: Defence annual reports; Australian Bureau of Statistics
4 Department of Defence, National Defence Strategy (Commonwealth of Australia, 2024) 7-8, 33: hitps://www.defence.

gov.au/about/strategic-planning/2024-national-defence-strategy-2024-integrated-investment-program.
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The complexity problem

The second deep challenge for the ADF is its
addiction to ever more complex systems. Due to its
small number of ‘platforms’, i.e., ships, submarines,
aircraft and armoured vehicles, it seeks the best
possible ones to compensate. Since those platforms
carry very valuable humans, the ‘best possible’
means ones equipped with ever more complex
defensive systems to protect their crews from the
multiplying threats they face.

The result is an accelerating vicious cost-capability
curve as platforms become increasingly complex,
take longer to design and build, and cost
exponentially more. Those timelines reinforce a
vicious cycle; with project teams knowing that
whatever system they pick will be in service for many
decades, they seek ever more capable systems,
hoping they will remain relevant far into the future.
Those systems are ever more complex, taking longer
to design and build.

Western militaries, including the ADF, are finding
it increasingly difficult to stay ahead of this curve.
The ADF’s attempts to do it with warships has only
achieved the opposite outcome. The future frigate
program (the Hunter class) started in 2014 with
a goal of increasing the size of the surface fleet.
In 2015 the then government said it wanted to
accelerate the program. Despite that, the first frigate
will not be operational until 2034, twenty years after
the program started. Already the cost has increased
from $30 to $45 billion, and the scope cut from
nine to six vessels. Nearly $30 billion will have
been spent before the first ship provides any military
capability. Meanwhile the ships the Hunter-class
frigates were meant to be replacing have already
started to retire.

Moreover, exquisitely complex systems can't be
produced rapidly during time of conflict to replenish
losses. They can’t be produced when global supply
chains are disrupted. They can't be operated by
personnel rapidly mobilised in the event of war.

These shortcomings may have been acceptable in
an era of wars of choice; they are not acceptable
in an era of wars of necessity with a major power
adversary. Time is crucial and that means viewing
capability priorities through a different lens. We
need capability delivered quickly and the 2024
Integrated Investment Program (IIP) for Australian
defence is not going to do that.

The speed to capability problem

The complexity problem contributes to the next
problem—the timelines needed to deliver capability.
The broad shape of the ADF for decades to come has
been locked in by decisions already made but the
bulk of that force won't be delivered until far into the
future. Moreover, that force —even when delivered—
won't provide the ADF with the capabilities it needs
in a more dangerous world.

The sixth Hunter-class frigate will likely be delivered
around 30 years after the future frigate program
commenced. It will be around 35 years for the
eighth AUKUS submarine (SSN). It would be like
ordering submarines at the start of the First World
War but not having them all delivered until the eve
of the Korean War.

We need to rediscover the ability to deliver military
capability quickly. In part that is about money and
industrial capacity (which we discuss in other parts
of this series) but it's just as much about the choices
we make around capability.



The money problem

There are two key aspects to this problem. The first is
that there’s not enough money in the funding line set
out in the National Defence Strategy to achieve the
government’s capability ambitions. $765 billion is
a lot of money but pursuing the current shipbuilding
plan on that budget will result in enduring structural
distortions and gaps in the ADF's capability. The
current acquisition plan has simply moved other
necessary capabilities far into the future in the forlorn
hope we might be able to afford them someday.

The second aspect is that most of Defence’s acquisition
funding is locked into megaprojects that have extreme
risk profiles, will consume tens of billions of dollars
before they deliver any capability, and take a decade
to deliver any real capability and several decades
before they have delivered their full capability. That's
funding that won't deliver outcomes in the near term
when our strategic circumstances require it.

The mass problem

Our traditional approach of having a small but
advanced force will likely come up short not only
in a conflict involving a great power but in any
conflict involving an adversary with a commitment
to keep fighting. Whatever it looks like, it will be very
different from the wars that Australia has engaged
in in recent decades. Contemporary conflicts have
confirmed the old adage that quantity has a quality
all of its own.

Our small numbers of platforms will have little ability
to absorb attrition. Small fleets can’t endure losses.
They can't even endure the impact of unplanned
maintenance, as the recent unserviceability of the
Navy's small fleet of two replenishment ships shows.

Similarly, the ADF’s reliance on small numbers of
advanced munitions will be a major shortcoming
in actual conflict. The ADF is acquiring extremely
expensive weapons in small quantities. As we
have seen in the conflict in the Red Seq, advanced
militaries are using hundreds of multi-million-dollar
missiles to defend themselves against the Houthis.
Moreover, advanced strike weapons have not
deterred or defeated the Houthis.

Itis vital for small to medium-sized militaries to be able
to generate, deliver and sustain mass. They can't do
that solely with small numbers of exquisite platforms.

Beyond theology

We will avoid getting into the endless ‘theological’
controversies that feature in Australian strategic
policy discussion around concepts such as forward
defence versus the defence of Australia, balanced
versus focused forces, and deterrence. We will
simply make three observations.

First, there’s merit to having a focused force. It is
irresponsible not to structure the force to address
the most dangerous threat, particularly when the
likelihood of that threat eventuating is increasing.
But we can’t wish away other contingencies. For
example, we can't expect our Pacific Islands
neighbours to regard us as their strategic partner
of choice if we don't have the capabilities that can
ensure their peace and stability and demonstrate we
are worthy of that trust. Similarly, while capabilities
such as submarines are important to deter and to
prevent an adversary threatening Australia should
deterrence fail, we will still need the ability to evict
an adversary should they lodge in our near region.

Institute of

REPORT 2: How to Build an Australian Defence Force that meets Australia’s strategic requirements I A Public Affairs

10



Second, when the great power order is challenged
and frays, the second and third order impacts are
very difficult to predict—and the historical record
shows that we can't. Very few Australians would
have predicted in 1938 that its armed forces would
be fighting the French, our First World War ally, in
Syria and Lebanon only two years later. That's what
strategic uncertainty means.

Third, the currentinfatuation with the term ‘deterrence’
in Australian strategic policy is misguided if it
somehow assumes deterrence is a higher priority
or more important than having the actual military
capability to defeat an adversary.

We noted in our first paper that two persistent
features of our defence approach are to seek
security for the lowest possible cost, and strategic
naivety. When Australia’s approach to deterrence is
driven by those two factors, it is doomed to fail. In
our naivety we presume that we can have a perfect
understanding of an adversary’s cost and risk
calculus and calibrate our defence spending to the
lowest possible increment that can still deter.

The bottom line is a focus on deterrence is not
enough; we need capable military forces that can
defeat adversary actions, preferably before they
can make gains, but that can also wind them back
if they do.

Image: HMAS Sydney arrives at Joint Base Pearl
Harbour-Hickam, Hawaii, for Exercise Rim of the
Pacific (RIMPAC) 2024: Department of Defence
http://images.defence.gov.au/S$20241974.



2.4 Addressing our force structure shortfalls

In this chapter several high-level recommendations
on defence capacbility are provided to address the
challeges already set out. They are a combination of
large programs that will take a long time to deliver
along with smaller, more agile programs to generate
military capability quickly and affodably. The key is
that we need to be doing them all, including those
that have been removed from Defence’s acquisition
program; we can't afford to wait.

Nuclear-powered submarines (SSNs)

Nuclear-powered submarines will provide a potent
capability when they are delivered. Once at seaq,
they are very difficult to counter. They will massively
complicate the ability of any adversary to operate in
the maritime domain in Australia’s primary operating
environment. Moreover, their range and endurance
mean that Australia will be able to project credible
military power in the maritime domain across the
Indo-Pacific, from defending Australia itself to
supporting coalition operations further afield. Their
ability to interdict sealines of communications is a
threat that no potential adversary can ignore.

However, Australia’s SSN enterprise faces significant
risks to deliver on the schedule set out in the ‘optimal
pathway’ while maintaining a viable submarine
capability throughout the transition. This doesn’t mean
the SSN enterprise won't deliver, and walking away
from it would deeply damage Australia’s reputation
and credibility as a partner and ally. But we need to
accept that as a constellation of megaprojects of the
kind that historically are most likely to underachieve
against the iron triangle of cost, capability, and
schedule, it is almost inevitable key elements of the
‘optimal pathway’ on which Australia has embarked
will not be delivered as planned.®

Moreover, we should not regard SSNs as a silver
bullet that can guarantee our security. While they
provide immense capability in some areas, they are
weak in others. They may be the ‘apex predators’
of the sea, but they are paper tigers when it comes
to land targets. The US Navy’s 50 SSNs have not
deterred or defeated the Houthis’ efforts to interdict
shipping in the Red Seaq, for example. The land strike
capabilities of Australia’s SSN force will pose no
deterrent against any state or non-state adversary.

Forces that put all their eggs in one basket do not fare
well in conflict as adversaries can easily find ways to
outflank them, either literally or metaphorically. We
do not want SSNs to be Australia’s Maginot Line.

Consequently, Defence needs to hedge its bets on
the SSN. This means also acquiring capabilities that:

* Will be needed for successful warfighting in
any credible future. This means ‘the small, the
smart and the many’ and autonomous systems.

* Are complementary to SSNs and will operate
with them in contested undersea environments;
again, this means small, autonomous systems.

* Can deliver the military effects we seek from SSNs
should SSNs be delayed, such as long-range
maritime strike and anti-submarine warfare.

* Can compensate for SSNs’ weaknesses, such
as by providing credible land-strike capability.

Moreover, the scale of investment required to
acquire and operate a safe and credible SSN
capability risks distorting the ADF under the level of
funding currently planned for the ADF in the National
Defence Strategy; it is not viable for Australia to
deliver and operate an SSN capability in a ‘two-
and-a-bit’" per cent of GDP defence force.®

5 According to Bent Flyvbjerg’s analysis of over 16,000 projects, ‘91.5 percent of projects go over budget, over
schedule, or both. And 99.5 percent of projects go over budget, over schedule, under benefit, or some combination
of these.” Bent Flyvbjerg with Dan Gardner, How Big Things Get Done: The Surprising Factors Behind Every
Successful Project, from Home Renovations to Space Exploration (London, Macmillan, 2023).

6 Trying to maintain the UK's military nuclear capabilities on 2 per cent of a larger GDP than Australia’s has led to
a severe hollowing out of its defence forces due to the massive opportunity cost of these capabilities.
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Complement the exquisite with mass

While it's clear that modern militaries need to employ
precision, the flip side is that they also need scale.
That's something that the small ADF has lacked—
and will continue to under current plans. A small,
technologically advanced force may have been
appropriate for the wars of choice of previous
decades. But contemporary conflict has made it clear
that the ADF now needs mass to be able to stay in a
fight, to inflict losses on a powerful adversary and to
provide the ability to absorb and replace losses.

This can’t be done just by stockpiling systems
acquired off the shelf from overseas. That may help,
but is not enough by itself. The 200 Tomahawk cruise
missiles Australia has ordered will not deter or defeat
a determined adversary.” Reliance on supplies
of exquisite munitions from allies and partners is
strategically fraught. Aside from the basic issue of
how we will physically get those weapons, they will
likely attend to their own requirements and priorities
first. Duplicating production lines here does little to
mitigate the problem.

Contemporary conflicts have shown the small, the
smart and the many—small autonomous systems
that can be produced, deployed and lost in large
numbers—make an outsized difference on the
battlefield. Moreover, as they are simpler they can
be designed more quickly and can be produced
cheaply and at scale. They can be produced by
Australian companies rather than a handful of
international primes. They are less dependent on
fragile global supply chains. They can be lost and
replaced in a way that systems like submarines,
frigates and fighter planes can never be.

Such systems do not eliminate the ADF's requirement
for exquisite traditional platforms (yet), however they
make them more effective. For example, launching
20 basic munitions or drones forces an adversary
to respond, depleting their magazines, distracting
their command and control systems, and ultimately
increasing the probability that one of our small
number of advanced weapons will get through.

Rather than asking which is the best capability, the
key questions for capability planners are:

*  What can we do faster?
*  What can we do locally?

*  What can we generate that is affordable
at scale?

¢ What can we do that we can sustain in time
of crisis and conflict?

The Defence Strategic Review’s emphasis on seeking
the ‘minimum viable capability’ is good starting
guidance.® The challenge will be for Defence to
wean itself off its old ways. Moreover, much of
Defence’s investment plan is locked into projects that
are pursuing the ‘maximum imaginable capability’,
leaving few resources for different approaches. But
that simply reinforces the urgent need to find ways to
generate mass rapidly and affordably.

7 Defence Security Cooperation Agency, ‘Australia—Tomahawk Weapon System,” 16 March 2023 (accessed
16 July 2024): https:/ /www.dsca.mil /press-media/major-arms-sales/australia-tomahawk-weapon-system.

8 A minimum viable capability is a capability that can be introduced into service successfully, sustained effectively
and achieve the directed effect in the required time. It is underpinned by minimum viable products, which achieve
or enable the lowest acceptable mission performance in the required time. This approach retains a focus on value
for money, but places greater emphasis on speed to acquisition. See Department of Defence, Integrated Investment

Program 2024 (Commonwealth of Australia, 2024) 16.



Adopt autonomous systems more
rapidly—even if they are not perfect

One way to generate mass is to invest far more heavily
in the rapid acquisition and fielding of autonomous
systems. Their effective employment on the battlefield
is no longer science fiction or a promise that will only
be achieved sometime in the future.

That's been achieved through several advances.
These are not just technical. More real-world
experience with autonomous systems is leading to
greater trust. Also, militaries have realised that a little
autonomy can make a big difference, particularly if
we want an autonomous system to just do one thing
well rather than completely replace a traditional,
crewed platform.

Autonomous systems also have much faster
development timelines than traditional platforms.
That's in large part because they are much simpler.
They generally are designed to only do a few tasks,
but also because they don't need to include the
systems needed to keep human occupants alive.

Arguments that uncrewed systems may have utility
over short ranges, such as enclosed waters like the
Black Sea, but are unsuited to the distances of the
Indo-Pacific are incorrect. Just as the NDS admitted
that Australia’s remoteness no longer protects us
from long-range missiles, so we will increasingly
see autonomous systems, even relatively small ones,
that have the range to cross thousands of kilometres
to deliver military effects. That's something the ADF
can take advantage of, by putting into service small,
affordable autonomous systems that can deliver
payloads—including munitions—over thousands of
kilometres. We also need to be aware that this is
something an adversary can do to us, for example by
stationing SSN-killing drones off our harbours. This
is another area in which the traditional protections
offered by distance are being eroded.

So far, the ADF has been a slow follower when
it comes to autonomous systems. This is despite
Australian companies in sectors such as mining
recognising the advantages of autonomy and
moving quickly to exploit them. The ADF has an
opportunity to get ahead of the curve, particularly
if it draws on the deep expertise already held by
Australian industry. Doing so will require investment,
but it is small compared to the cost of ships,
submarines and other exquisite platforms. Just as
important is a commitment from Defence to back
Australian industry.

RECOMMENDATION 9: Government should
establish an initial $1 billion annual Rapid
Acquisition Fund in the Defence budget getting
Australian small and medium-sized enterprises
to produce key ‘consumables’ of war, including

munitions, autonomous systems, and counter-
drone systems. The Fund must bypass Defence’s
glacial acquisition processes. Government should
direct Defence to have programs underway with
industry no later than six months from the election.

Defence has used rapid acquisition methods with
great success in the past to supply deployed troops
in Iraq and Afghanistan and to develop technology
countering roadside bombs. Our worsening strategic
outlook means that rapid acquisition methods must
be used now, supporting a closer partnership with
Australian industry.
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Restoring a strike advantage
—the B-21 bomber

Over the past decades the ADF has lost long-range
strike capabilities and its relative advantage in the
region has declined. SSNs, when they enter service
in numbers, may restore that in the maritime context.
But they will provide minimal capability against
land targets. Recent conflicts have confirmed that
thousands of munitions are required to have an
impact against stubborn adversaries in the land
domain; SSNs cannot deliver them. No conflict in
history has been resolved by cruise missiles alone;
they must be followed up by aircraft sorties and
ultimately ground forces.

Should an adversary lodge in our near region, there is
little that SSNs can do to dislodge them or prevent them
striking Australia, other than perhaps starving them
out. The frigates planned in the IIP similarly will bring
litle offensive firepower to the fight as their missile
cells will largely be employed to defend themselves.
In short, missiles launched from submarines and ships
don't provide the weight of fire needed.

We assess that the B-21 is the best option to increase
Australia’s strike capability in the maritime and land
domains in the near term. We are not suggesting
that the B-21 should be acquired to conduct a
strategic bombing campaign against an adversary’s
homeland. Nor can it resolve all military problems
alone; no capability can. Butit would be a very useful
operational asset, restoring strike range and power
in our primary operating environment. In addition
to striking an adversary’s maritime capabilities,
lodged land forces and deployed infrastructure,
the B-21 also provides a responsive counter-strike
capability, targeting the elements of an adversary’s
strike chain. By striking airfields, missile launchers,
missile-armed warships, munitions storage facilities,
communications and command and control links, it
would be a key part of Australia’s air and missile
defence system.

The advantages of the B-21 include:

* Speed to capability: An Australian B-21 fleet
could be in service providing a credible long-
range strike deterrent well before meaningful
numbers of SSNs or Hunter-class frigates.

* The people challenge: A B-21 requires a crew
of two. Certainly many more will be required to
maintain the aircraft and manage its ordnance,
but those people are not being sent into danger.
The B-21 achieves the maximum strike power in
return for the minimum personnel requirement.

* Cost effectiveness: The stealth and range of the
B-21 means much of the repeated cost of modern
munitions can be displaced onto the one-off
acquisition cost of the aircraft. A B-21 carrying
50 relatively simple $50,000 munitions will
provide far more strike capability far more cost
effectively than a small number of $2,000,000
long-range strike missiles launched from an SSN
or an F-35A. And those simpler munitions can
be produced at scale in Australia.

We reiterate our recommendation from the first
paper in this series that the government should seek
to acquire the B-21 Raider stealth bomber as an
additional element to AUKUS, also offering to host a
US B-21 contingent in Australia. This is to strengthen
deterrence in the 2020s and manage the risk of
delays in the AUKUS submarine.

RECOMMENDATION 1: The government

should seek to acquire the B-21 Raider stealth
bomber as an additional element to AUKUS,
also offering to host a US B-21 contingent in

Australia. This is to strengthen deterrence in the
2020s and manage the risk of delays in the
AUKUS submarine.



A good offence needs a strong defence
We must build robust air and missile defences.

We are used to being on the side with command of
the air, but the ADF cannot assume that will be the
case in future conflicts. Contemporary conflicts are
characterised by the prolific use of aerial munitions.
These can be air-launched, ground-launched and
sea-launched by both surface and undersea vessels.
They take many forms, ranging from very large and
expensive long-range missiles to cheap drones.
They include ballistic and cruise missiles, loitering
munitions and traditional ‘dumb’ bombs enhanced
through guidance kits. We will increasingly see
combinations of these systems, such as long-range
autonomous systems themselves launching drones.

Missiles and other munitions alone are unlikely
to defeat an adversary, particularly on land.
Nevertheless, they can inflict significant damage.
They also allow a relatively unsophisticated
adversary to impose cost on a more powerful one.
They have evened the calculus in the war in Ukraine.
Australia will increasingly be threatened by long-
range crewed and uncrewed platforms that can
launch large numbers of smaller munitions.

Unfortunately, the ADFisvery poorly equipped withair
defence systems. And despite the acknowledgement
in the NDS that distance no longer protects us from
long-range missiles, the 2024 [IP removed two
planned air and missile defence projects that were
to acquire active defensive systems (i.e., missiles)
intended to defeat ballistic and cruise missiles.

Currently Australia has little ability to protect high
value assets, critical infrastructure, and population
centres from such threats. For example, Submarine
Rotation Force—West is scheduled to stand up its
first SSN rotation from 2027, yet the ADF has no
ability to protect moored SSNs and their supporting
infrastructure either from long-range missiles or from
shorter range systems launched from crewed or
uncrewed ‘motherships’. It is a similar situation with
our northern airbases. And the closer an adversary

can operate to the Australian mainland, the greater
the number and kind of munitions that can be
deployed against us.

We are also vulnerable to coercion through an
adversary threatening population centres; an
adversary could conduct ‘information warfare’
through strikes on Australia’s northern cities to send
a very clear political signal. Russia’s indiscriminate
strikes against Ukrainian cities including hospitals,
housing, and shopping centres are essentially a form
of terrorism. There is little in the ADF inventory or
investment plan to protect our population.

There are existing technological solutions. Certainly,
defending a continent against all potential air threats
is a very difficult and expensive task; any solution
will require difficult prioritisation decisions around
what can be protected. It's likely that Australians
having lost the protection provided by distance will
need to accept, as have the citizens of many other
countries who live under potential adversaries’ strike
systems, that there is no absolute protection in time
of conflict. This is part of the conversation that the
Commonwealth government needs to have with the
Australian public.

That doesn’t mean simply accepting there is little
we can do. Passive measures such as hardening
of facilities and building redundancy into critical
infrastructure have a role to play, as do counter-strike
measures to defeat adversary systems before they
launch. Distance still provides benefits, increasing
the cost and reducing the number of munitions an
adversary can launch at us. Nevertheless, active air
defences must be part of the mix.

RECOMMENDATION 10: The government
must restore air and missile defence procurement
plans that were cut in the April 2024 National
Protecting Australia from

Defence Strategy.
missile and air attack cannot be regarded as a
low priority that can be traded off in Defence’s
capability planning.
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Filling the gaps created by insufficient
funding

Air and missile defence is not the only capability that
has disappeared from Defence’s investment plan.
The pressure on Defence’s investment program to
find funding for decades of investment in SSNs and
frigates means many key capabilities have been
deferred far into the future.

There is limited public information on the full scope of
deferrals, removals and reductions but they number
in the hundreds. In fact, successive governments
and Defence have colluded to hide information
from the public about so many aspects of military
procurement, often under spurious claims of national
security classifications. The result is that Defence
has become inward looking and no longer sees a
need to fully account to Australians about how their
money is spent.

The National Defence Strategy released in April
2024 is a text-book example of how a government
agency can obscure the impact of deferring,
removing, and delaying equipment decisions.
Figure 3 is an image of a document released to
the media after government was repeatedly asked
to be more specific about where projects were
being cut. It became apparent that the whole of the
National Defence Strategy and linked Integrated
Investment Program amounted to little more than a
plan to gut current ADF capability in order to focus
on investments that won't deliver military capability

until the 2030s.



FIGURE 3: BUDGET REALLOCATIONS IN THE 2024 NATIONAL DEFENCE STRATEGY

**#***FOR BACKGROUND ONLY — NOT FOR ATTRIBUTION*****

LAND 400 Ph 3 - Redback Infantry Fighting Vehicle Up to $10 billion Project re-scoped from 450 vehicles to 129 vehicles.

SEA 2200 Ph 1 - Acquisition of two Joint Support Ships Up to $5 billion Project closed.

SEA 1905 Ph 1 - Maritime Mine Countermeasures and

Military Survey Capability Up to $4 billion Project closed and replaced by robotics and autonomous systems.

Project closed and the requirement for the fourth F-35A Joint Strike Fighter
Up to $3 billion Squadron to be examined closer to planned replacement of the F/A-18F
Super Hornet.

AIR 6000 Ph 7 - Air Combat 4th Squadron - Super Hornet
Replacement

¢ an i s Project closed and the requirement to be ined closer to pl d
AIR 7401 Ph 2 - Heavy Air Mobility Capability Up to $3 billion replacement of the C-17A Globemaster Ill.
AIR 6004 - Air Launched Multi Domain Strike Up to $3 billion Project closed and the requirement captured in other classified projects.
LAND 8116 Ph 2 - Additional PMF platforms Up to $2 billion Project closed.
EST 207 - Workforce Program of Works Up to $2 billion Project funding delayed to prioritise northern infrastructure.
LAND 300 - Individual Combat Equip Up to $2 billion Project funding focused for priority combat equipment.
AIR 7003 Ph 1 - Armed Medium Altitude Long Endurance Up to $2 billion Project previously closed but provision remained and unallocated
Remote Piloted Aerial System B revealed in the IIP rebuild.
AIR 5500 Ph 1 - EA-18G Replacement Up to $1.5 billion Project closed and the requirement to be examined closer to planned

replacement of the EA-18G Growler.

Project re-scoped to deliver minimum viable capability upgrades; focus on nejxt

AIR 5077 Ph 6 - E-7A Wedgetail Obsolescence Remediation | Up to $1.5 billion ‘
generation replacement..

General Defence precinct funding delayed to prioritise northern infrastructure.

ESY2105 -Canberva Defence Precinct Up to $1.5 billion This project does not affect the progression of ADFA living in accommodation.

* Budget reallocation over the decade

*****FOR BACKGROUND ONLY — NOT FOR ATTRIBUTION*****

Source: Document released to media by the Department of Defence

C-17A Globemaster Ill Patriot surface-to-air missile
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Key impacts of the April 2024 so-called ‘budget
reallocations’ include:

Removal of mine clearance vessels. It is
not clear how Defence will protect Australia’s
ports, key choke points that could be mined,
or deployed forces conducting maritime and
ampbhibious operations.

Aircraft. Despite the key role of airpower in
military operations, including protecting our
northern approaches, the Air Force will not receive
any new aircraft beyond those currently on order
for the remainder of the financial decade.

Logistics ships. Two previously planned logistics
and maritime replenishment ships have been
removed from the program despite their utility to
support a large surface fleet and the Army’s new
amphibious focus.

Space. The current plan extends Defence’s
reliance on allied space assets. It does little to
build self-reliance and alliance redundancy.

These all appear to be decisions that were driven
by budgets rather than our strategic circumstances.
Force structure planning is always a conversation
between capability requirement and available
funding, resulting in prioritisation and trade-offs.
However, Defence spending at 2 per cent of GDP
or less is a luxury we have enjoyed over recent
decades that is out of step with our current strategic
circumstances. We have a lot of lost ground to make
up, and simply deferring vital capabilities into the
future is no longer viable.

RECOMMENDATION 11: The government
must direct Defence to publicly report, no
later than 100 days after the election, on the
capability impact of deferrals, removals and

reductions in the April 2024 National Defence
Strategy. The government should then decide

which equipment programs must be returned to
actively funded programs in order to restore a

capable ADF in the 2020s.

We will discuss the issue of the necessary level of
defence spending in a future paper in this series.



2.5 Addressing the ADF's people problem

The National Defence Strategy has stated that the
ADF is facing a workforce crisis. From the data we
presented earlier, it might appear that if we could
maintain the ADF at around 0.25-0.3 per cent of
the Australian population, its people crisis would
be solved. As the population grew, the ADF would
too, allowing it to meet its target of growing from
around 60,000 to the 80,000 needed to operate
the currently planned force structure. Unfortunately,
there has been little evidence to date that Defence
can turn around its decline as a percentage of the
population and its stagnation in absolute terms.

Certainly, we believe Defence should do everything
possible to boost recruitment and retention by
improving its employment offering and its culture.
However, even if new measures have some success,
they alone cannot address the ADF's people
problem. First, any growth in the permanent force
will be slow and incremental, simply continuing the
ADF’s long history of force structure stasis. Second,
the planned force structure is still a peacetime force
structure, largely built around small numbers of
exquisite platforms. Building personnel numbers
around that structure does not prepare for the rapid
mobilisation that will inevitably be required in time of
maijor crisis and conflict.

A national conversation around service

Ultimately Defence also needs to pursue alternative
models to the very small, highly trained workforce
it has relied on for many decades. We see this as
part of a broader national conversation led by the
Prime Minister and government about service to the
nation and community that encourages, expects and
enables Australians to serve.

It is no secret that Australia relies on the contributions
of many volunteers, mostly unpaid, for vital functions
that support and protect the community and provide
resilience in times of crisis. These roles range from
emergency services to social service to land care
and many others. It is also not a secret that many
organisations that rely on a volunteer workforce are
facing challenges, for example through the ageing
population or declining rural populations.

Much can be done to increase Australia’s military
capability through greater use of reserve forces that
could serve as the basis of rapid expansion in time
of crisis. This is not a call for the return of national
service. Rather, we believe that increasing the
willingness of Australians to serve in the defence
force is part of a broader national conversation
that encourages and recognises all forms of activity
in the service of the community, whether paid or
unpaid. This conversation needs to be led by the
highest levels of government and include the views
of all Australians.

Ultimately service to the nation and community,
whether paid or unpaid, is an immense good, for the
nation, community and citizens performing it. Without
that volunteer service, the nation would not function,
particularly in time of crisis. Our focus here is on the
greater use of part-time servicemen and women, but
this must be seen as part of a broader national effort
to reinvigorate and support volunteer service.
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Expand opportunities for part-time
contributions—establish a technology
reserve

Many countries are examining how they can make
greater use of reserve forces to create a larger, more
resilient military in time of crisis and conflict, so there
are precedents and experiments in train that we can
draw on.?

Australia has a well-educated and technologically
adept population. Moreover, many former permanent
servicemen and women have valuable technical skills
and military experience. Many of them have gone
on to work in defence and adjacent industries, even
founding start-ups that draw on their skills. Many of
them want to continue to serve in some capacity,
however expecting retired mid-level officers or senior
NCOs to serve in roles such as infantry soldiers is
unreasonable.

Such personnel could serve in new kinds of units that
employ their skills and experience. For example,
these units could function as technological and
tactical incubators.”® Or they could be a dedicated
‘red team’ employing new technologies and tactics
at ADF exercises to explore their disruptive potential.

These units would need little funding—reserve
days come much cheaper than contractors and
consultants. Moreover, they could function virtually,
requiring minimal new infrastructure. Of course,
Defence would need to throw out old models of unit
structures, ratios of enlisted personnel to officers, its
definitions of qualifications and so on. But this is the
kind of innovation needed to re-energise Defence.

Give the Army reserve a unique and
motivating role

We also need to expand and make better use of
our formed reserve forces. Like the regular force, our
reserve forces’ size has been relatively static over the
pastfew decades. Moreover, they have suffered from
a lack of purpose; they have not deployed formed
units in warfighting roles (with a very few exceptions
such as small stabilisation contributions in the South
Pacific) even when the ADF was operating at a very
high tempo. Other Western countries employ their
reserves more frequently, including in operations
overseas. We believe it is possible to grow the size
of our formed reserves—and at relatively little cost—
if they are given responsibility and purpose.

Much ink has been spilt discussing the future role of
the reserve, particularly the formed units that make
up the Army reserve. This has included making the
Army reserve something akin to a national civil
emergency service. We believe the role of the
reserves should remain primarily a military one, but
to provide purpose they should be given primary
responsibility for a particular role.

We propose that this would be the building of deeper
relationships with Australia’s Pacific Island neighbours
and a stronger presence in Australia’s offshore
territories. It would make meaningful contributions to
those countries and territories in peacetime, but would
also have relevance in wartime.

9 For example, the Canadian military‘s new ‘vision’ for its reserve forces. Government of Canada, National
Defence, ‘Enabling Full-time Capability through Part-time Service: A New Vision for the Reserve Force,’ 2
9 November 2023 (accessed 16 July 2024): https:/ /www.canada.ca/en/department-national-defence /
corporate/reports-publications/enabling-full-time-capability -through-part-time-service.html.

10 One model for a technology and innovation reserve concept is the US Army’s 75th Innovation Command whose
mission is to ‘drive operational innovation, concepts and capabilities to enhance the readiness and lethality of the
Future Force by leveraging the unique skills, agility and private sector connectivity of America’s Army Reserve.’
75th U.S. Army Reserve Innovation Command (accessed 16 July 2024): https://innovation.army.mil /.



The ability to work directly with our Pacific
neighbours would be a powerful incentive in and
of itself, however the incentive to undertake part-
time service could be boosted by measures such as
HECS waivers for young people.

Simpler systems allow faster expansion

It's highly likely that should Australia be involved in
major conflict, particularly one directly affecting the
Australian mainland, young Australians will sign up
to defend their country. But it will likely be too late
to teach them the skills needed to operate exquisite
platforms like F-35A fighters or nuclear-powered
submarines. Moreover, those systems take so long to
acquire that it is unlikely we will be able to increase
their numbers should major conflict start. This is the
fundamental challenge of mobilisation in an era of
exquisite military platforms. We can’t produce those
exquisite systems fast enough or train their operators
fast enough to expand the ADF rapidly.

But we have seen from contemporary conflict that
it is possible to mobilise. Ukraine has been able to
mobilise its population and dramatically increase
the size of its military. In part this was due to a large
proportion of its population already having had
military service, including in the extended conflict in
the Donbas. But it was also due to Ukraine operating
relatively simple systems that did not require many
months or even years of training.

To be able to mobilise rapidly we need to be able
to draw on the existing skills of our population and
be able to match them with systems that can be
produced rapidly at scale at a time when global
supply chains are under extreme stress. In many
ways, simpler will be better.

Treat the crisis like a crisis

The ADF is facing a workforce crisis so serious it
threatens to undermine all other Defence plans. The
next Government needs to treat the situation as a
crisis and elevate resolving it to a national priority.

* To support this, the Prime Minister needs
to establish a high-level group of eminent
Australians to develop new ways that grow and
sustain the ADF.

* The Prime Minister should lead a national
conversation that would acknowledge the role
that volunteer service plays in our nation and
community, and identify ways to support and
recognise volunteer service.

* As part of this the government should establish a
‘serve your country’ campaign which promotes
full-time, reserve and cadet service. This needs
to draw on the best advice available from the
private sector, veterans and overseas best
practice.

*  We can'tsit and wait for the next ADF workforce
crisis to emerge once conflict starts; the ADF's
force structure and workforce planning must be
based around the ability to expand rapidly in
time of conflict.

RECOMMENDATION 12: The Prime Minister
needs to take charge of fixing the ADF workforce
crisis by convening a high-level group of eminent

Australians that will develop new ways to grow
and sustain the ADF, enlisting the support of the
broader Australian community.
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2.6 Supporting our forces: Logistics and sustainment

The ability to supply and support the ADF in time of
crisis and conflict is as important as developing and
delivering the force in the first place —if not more so.
Australian defence industry is good at sustainment
of our military capabilities. Moreover, Defence
spends more money in Australia on sustainment
of capability than the initial acquisition—a fact
often overlooked when governments want to
make announcements about project approvals
and supposed job creation. This is an area where
Australian industry has proven expertise in meeting
and surpassing global benchmarks.

But the largest, best equipped force will soon be
irrelevant if it cannot be supplied with munitions, fuel,
food, health services and all the other consumables of
war, while a smaller, less technologically sophisticated
force can continue to fight if properly supplied.

The importance of logistics is so great that it
permeates our analysis in this series. It informs our
discussion of force structure, basing, industry, critical
infrastructure. The entire Australian human, industrial
and resource base needs to be considered part of
the ADF’s logistics system in time of crisis and conflict.

The key challenge is that is costs money to develop
and retain redundant logistics capacity in peacetime
when it may not be used. Therefore in times of
budgetary stress, these ‘back of house’ functions
are generally the first to be cut, resulting in what has
been termed the broken backbone of Defence. It's
a lesson Australia has had to repeatedly learn. Our
logistical shortcomings were made starkly apparent
in the Timor crisis in 1999; the operation only
succeeded with considerable support from our US
ally who played a key role behind the scenes.

Recent strategic documents have recognised the
importance of logistics for the defence of Australia.
The 2024 IIP flags investment in additional logistics
centres and capacity as well as fuel holdings, storage
and distribution capabilities, albeit with little detail
around locations, scale or schedule. We support
this investment. However, our logistics capabilities
remain fragile.

Logistics can’t be done on the cheap. However,
it can be done cost-effectively, particularly if the
ADF can draw on robust support from the broader
Australian society and economy—which, after all,
represent 98 per cent of Australia’s GDP. However,
while Australia has deep capability in some areas
of logistics, it is very shallow in others (such as liquid
fuels). Defence cannot solve these challenges alone.
We discuss how they can be better integrated in a
later paper in this series addressing resilience.



APPENDIX:

How Long Would We Last?

During the First World War, a gruelling four-year
slugfest between the world’s major powers, the army
of nearly all the main combatants collapsed at one
time or another. The French army mutinied in April
1917 after a disastrous offensive on the western
front. The Russian army vacated the field in July
1917 amidst the unfolding Revolution at home. The
ltalian army fled in October 1917 at the battle of
Caporetto. The next year it was the British army that
folded, giving up more land to the German attackers
than they had been able to take in four years. But the
front stabilised and later that year it was the turn of
the Germans to collapse, which proved terminal and
resulted in the defeat of the Central Powers.

Perhaps Britain’s greatest military historian (a nation
that has produced many), the late John Keegan,
had a theory for when an army would crack: when
the number of combat deaths suffered by an army
surpasses the number of combat infantry.

The British, French, Italian and Russians had armies
with approximately 600,000, 1,100,000, 450,000
and 1,200,000 of combat infantry respectively at
any one time, ‘which are more or less the totals of
deaths suffered by each combatant power at the
moment its army underwent collapse or crisis.’

It seems that all armies, even the toughest, can
reach a breaking point where its surviving and
replacement soldiers cannot, or will not, fight any
more. But it would be wrong to assume that there
is some mathematical formula that can determine
when. To illustrate, we need look no further than the
next great global conflict, the Second World War.

When the Germans invaded France on 9 May
1940, the French army lasted six weeks before suing
for peace. They had suffered badly at the hands of
the German panzers, losing about 75,000 soldiers
killed, but nothing like the casualties endured in the
First World War.

In contrast, when the Germans invaded the Soviet
Union on 22 June 1941 the Soviets held out for four
years, after which their armies stood triumphantly
in the rubble of the German capital. Facing the
Germans at the start of the invasion was about
3,000,000 Red Army soldiers, and the Red Army
would go on to suffer about 9 million combat deaths
during the war. This is far more than John Keegan'’s
formula would predict an army can endure. But the
Soviets never cracked.

This shows that morale can play an enormous role
in war. The French had a large modern army and,
contrary to the blitzkrieg myth that has grown around
the German Wehrmacht, had tanks and aircraft as
good as the Germans. But they did not have the
national will to fight.

As the above paper alludes to, any future war that
Australia might be involved in is unlikely to be a
limited war of choice against a technologically
inferior foe, but a war of necessity against a large,
well-armed adversary and such a conflict will be
‘long and gruelling”. How would Australia’s national
will hold up in such a scenario?

The Soviet Union was a totalitarian state, able to
exercise brutal coercive methods over its citizens
to force them to fight that would be impossible in
a democracy. When faced with death from the
Germans in front of them, or a bullet by the NKVD
security police if they flee, most Red Army soldiers
held their ground and took their chances with the
Germans. But a democracy can only make the
sacrifices needed to win a long, gruelling war of
attrition if the citizenry consents to it.
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In March 2022 the Institute of Public Affairs
commissioned an opinion poll of 1,000 Australians,
shortly after the Russian invasion of Ukraine, that
asked: ‘If Australia was in the same position as
Ukraine is now, would you stay and fight, or leave
the country2’ Concerningly only 46 per cent said
they would stay and fight. 28 per cent said they
would leave the country and 26 per cent were
unsure. Of those aged 18-24, only 32 per cent said
they would stay and fight, less than the 40 per cent
that said they would leave the country.

This does not seem to be an aberration. The Australian
Defence Force has been 20% short of its recruitment
goals for the past two years, leaving us with a shortfall
of 4,400 personnel. So desperate are our military
leaders to find troops that in June defence minister
Richard Marles announced Australia would be willing
to accept foreign soldiers — effectively mercenaries.

This is a problem across the west. In 2023 the
United States fell 41,000 recruits short of its military
recruitment goals. In 2020 the number of people
applying to join the US military was 73% less than
it was in 1980. In the United Kingdom in 2023,
4,000 more personnel left the military than joined
and army recruitment has been below target every
year since 2010. The Canadian military also has a
16,500 personnel shortfall.

Various justifications have been provided to explain
the difficulty that western nations are facing in
recruiting their citizens to serve in the military.
Worker shortages and a decline in fitness standards
among young people are two reasons, both of which
were exacerbated by the response to the Covid-19
pandemic. But it would seem to be deeper than that,
and cultural factors are playing a part in eroding the
willingness of citizens of the west to serve and fight
for their nations.

Take the recent UK elections, and the campaign
proposal announced by former Prime Minister Rishi
Sunak to reintroduce a form of national service
for young people. There is no surprise that there
would be some pushback against such a scheme,
as such debates are understandable in the middle
of a contested political campaign, but what was
surprising was the degree of mockery the very idea
of young people serving their nation received from
both the political left and right.

Scottish Greens MP Patrick Harvie labelled the
proposal as ‘absurd, immoral and desperate. It
has no place in a modern democracy.” Reform
party leader Nigel Farage said that many of the
immigrants Sunak had ‘allowed into our country
would refuse to do it in the first place... we have
a growing number of young people in this country
who do not subscribe to British values, in fact loathe
much of what we stand for.’

A country that cannot even contemplate the idea
that its citizens might have obligations to serve
their nation is likely to face substantial issues in
galvanizing the national will needed to sustain a
protracted and intense war effort.

Stop-gap measures like increased wages or foreign
recruits might temporarily paper over the recruitment
crisis in this and other western countries, but this
leaves the root causes unaddressed. The west is
facing a crisis of confidence, caused in large part by
the civilizational self-loathing pushed by so many of
our institutions and political elites.

As one illustration, leader of the Australian Greens
party, Adam Bandt, refused in June 2022 to stand in
front of the Australian flag during a press conference,
moving it so he was only standing in front of the
Aboriginal and Torres Strait Islander flags. ‘For
many Australians, this flag represents dispossession
and the lingering pains of colonisation,” he said.



It is even more destructive of morale when these
culture wars play out within the military itself.
Western militaries have increasingly adopted the
language of diversity, equity and inclusion, and
utilise infantilising recruitment campaigns that focus
on individualism and self-expression over traditional
military notions of teamwork and excellence.

An alarming unwillingness on the part of western
societies to defend themselves is not limited to
military recruitment. A modern, intense, drawn-out
conflict requires an all-of-nation response. A war of
necessity fought for national survival would require
sacrifices by all citizens. Everything from higher
taxes, to rationing, to the conscription of labour might
be needed to convert our economy to one that can
maintain a long and intensive military campaign.

To return to the example of the First World War, it was
not just military manpower that was needed in the
millions, but enormous quantities of munitions. Before
the war French planners expected they would need
10,000 shells per day, but this was nowhere near the
requirements of modern industrialised warfare. Al
the belligerent economies made an all-out effort to
convert their industrial bases to the needs of feeding
material to the froops on the front lines.

By 1915 French industry was producing 200,000
shells per day. Britain fired one million shells in
the preliminary bombardment of the battle of the
Somme in 1916. Russian production increased from
450,000 shells per month in early 1915 to 4.5 million
in September 1916. German production became so

prodigious that they could fire 3.2 million shells in
one day in March 1918.

The armies fighting in Ukraine similarly have a
prodigious appetite for artillery munitions. But there
is nowhere near the willingness or urgency on
display to meet this need. The Ukrainian defence
minister has estimated that the country’s base-line
requirement for 155mm artillery shells is 4 million
per year, although they would prefer much more.
Annual American production of these shells has
doubled since the start of the war, but only to a mere
360,000, less than a tenth of what Ukraine needs.
The goal is to ramp up production for 2025 to 1.2
million per year, still only 30% of what is needed.

Instead, existing stockpiles from South Koreq, to
Israel, to NATO have been drawn down to supply
Ukraine. Thus, as global tensions and risks escalate,
instead of making the sort of sacrifices that the
belligerent nations during the First World War were
able to make over a century ago to ramp up munition
production, the west is largely drawing on reserves
that might be desperately needed in a crisis.

The redlity is that even the military industrial base
of the United States would struggle to produce war
material at the prodigious rates needed for modern
warfare, and no western government seems willing
to ask their citizens to make the sacrifices necessary
to change this.

This state of affairs must change. The incessant
self-loathing must cease, and our politicians must
be honest with the Australian people about the
sacrifices that are needed now, or would be needed
in the future in the face of a national crisis, in order to
defend the freedoms so many of us take for granted.
But far from the Australian public resisting these
moves, | expect the community would embrace such
a message. So many young people lack purpose,
and if the 2023 Voice referendum is any guide,
Australians are tired of the identity politics pushed
by the elites that seek to divide us.

National unity is crucial for national defence, and
in peacetime would make for a much more
cohesive, harmonious and resilient nation for our
children to inherit.

John Storey is the Director of Law and Policy at the
Institute of Public Affairs and the author of Big Wars -
Why do they happen and when will the next one be?
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